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REVIEW
of the scientific co-supervisor on the dissertation work of Marlen Bissalivev on the topic:
“International legal aspcct% of the protection of personal information in the global and national
information space", submitted for the degree of Doctor of Philosophy (PhD) in the
specialty/educational programme "8D04201-International Law"

I'he thesis addresses a highly relevant and timely topic. grounding its importance in both global
and national contexts. The research identifies a critical intersection of law. technol logy, and policy.
which is central to contemporary international relations and domestic governance.

The thesis correctly positions its research within the context of unprecedented technological
advancements, particularly the rapid proliferation of artificial intelligence, big data. algorithmic
profiling. and blockchain technologies. It argues that these innovations are fundamentally challenging
existing legal norms, which are ill-equipped to provide adequate protection for personal information
in the digital environment. This forms the basis for the author’s s original and insightful concept of

"regulatory turbulence.” a phenomenon defined as the accelerated and fragmented updating of legal
norms in response to a technological landscape that is advancing at a faster pace than legislative
processes can accommodate,

This instability is shown to be a direct consequence of the global divergence in approaches to
personal data regulation. The thesis points out a clear fragmentation of legal models. contrasting the
comprehensive, human rights-oriented framework of the European Union's General Data Protection
Regulation (GDPR) with the state-oriented system of the People's Republic of China and the sectoral
approach prualuu in the United States. This divergence creates significant legal uncertainty.
particularly for cross-border data flows. and is a major challenge for businesses and governments
alike.

The thesis effectively demonstrates the practical urgency of its research for the Republic of

Kazakhstan. It grounds its analysis in specific. real-world events. citing data breaches that oceurred
in Kazakhstan during 2024 and 2025. These incidents. which included the public release of'a database
containing approximately 16 million records and leaks from financial and educational institutions.
serve as a stark empirical validation of the thesis's core arguments about the immaturity of information
seeurity institutions in the country.

I'he author connects these security failures directly to Kazakhstan's ambitious str ategic goals.
as articulated in the 2025 Presidential Address by Kassym-Jomart Tokayev, which called for the
widespread adoption of Al and the creation of a new Ministry of Artificial Intelligence and Digital
Development. The research argues that the success of these national digital transformation initiatives
hinges on establishing a robust and trustworthy legal framework for data protection.

A particularly strong element of the thesis is its engagement with the principles of international
public law. The author argues that the Articles on State Responsibility for Internationally Wrongful
Acts provide a crucial methodological guide for analyzing cross-border data incidents. This
framework is emploved to determine when actions leading to a data breach can be legally attributed
to a foreign state, thereby triggering international responsibility for a violation of obligations such as
those under Article 17 of the International Covenant on Civil and Political Rights.

The thesis presents a series of well-reasoned and conceptually rigorous arguments. It
demonstrates a deep understanding of the historical, theoretical, and practical dimensions of data
protection. making a notable contribution to scholarship in the field.



The thesis demonstrates a solid grasp of legal history and doctrine by tracing the modern
concept of data protection to the classic legal right of privacy. It references seminal works by
American legal scholars such as Samuel Warren and Louis Brandeis, who first articulated the "right
to be left alone.” and Alan Westin, who proposed an active definition of privacy as an individual's
control over their information. By connecting these historical foundations to the modern principle of
“informational self-determination"” in European law, the thesis establishes a robust conceptual lineage
for its arguments. The comparative analysis of legal frameworks in the European Union, China, and
the United States is particularly well-executed.

A crucial and well-reasoned argument is the author's position that the personal data regime
should not be extended to information about legal entities. The thesis correctly argues that
information about organizations. such as their registration and financial details. does not fall under
the classic definition of personal data. which is designed to protect the privacy of individuals. The
author's conclusion, that the protection of corporate data should instead rely on other legal
mechanisms, such as commercial. banking, and tax secrecy. is both methodologically sound and
practically important. It avoids a common conceptual confusion and promotes the use of the correct
legal tools for a specific type of information. thus enhancing the overall effectiveness and clarity of
legal frameworks.

The overall impression of the thesis is highly positive. It is a well-structured and conceptually
ambitious work that demonstrates a nuanced understanding of its subject matter.

The methodological design of the thesis is a standout feature. The author explicitly states the
use of a "complex interdisciplinary approach” that combines four distinct methods: systemic,
functional, axiological, and socio-psychological. This choice is particularly insightful for a topic as
complex as digital law,

While the thesis is of high quality. a few suggestions can further enhance its rigor and practical
impact. A key suggestion for improvement would be to provide a more detailed and granular blueprint
for the implementation of its recommendations. For example. instead of a general call to harmonize
the law. the thesis could propose a specific model for an independent data protection authority.
outlining its statutory powers, its relationship to existing government bodies. and its funding
mechanisms. It could also provide a more detailed analysis of the legal challenges in implementing
key concepts. The thesis can also strengthen its comparative analysis by considering the "soft faw"
mechanisms that complement formal legal frameworks. For instance. an analysis of how international
bodies like the OECD and the World Economic Forum have influenced data governance would add
another layer of depth. These additions should not cover entirely new chapters. it would suffice to
demonstrate the author’s awareness of these aspects in a few paragraphs.

The thesis’s core concepts, such as “regulatory turbulence" and "digital traces." are innovatiye
and well-defined. The PhD candidate successfully uses a multi-methodological approach to analyze
a complex subject and grounds the research in a compelling national context. The final thesis will be
a valuable contribution to scholarship and a useful policy tool.

Conclusion

The doctoral thesis is completed to a high academic standard and fully meets the requirements
for the award of the Doctor of Philosophy (PhD) degree. The dissertation of Marlen Bissalivev on the
topic "International legal aspects of the protection of personal information in the global and national
information space” meets all the criteria for PhD-level research and is recommended for public
defense. The author fully merits the award of the degree of Doctor of Philosophy (PhD).
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OT3bIB
HAY4HOTO KOHCY/IbTaHTa HA Ancceprannio Mapnena bucanuesa Ha temy: « Mesk ity Hapo 1HO-
[IPABOBBIC ACMCKTHI 3aLUTHI JIMYHONH MH(POpMALIMK B I100aJbHOM U HALMOHAILHOM
HH(HOPMALHOHHOM NPOCTPAHCTBE HA COMCKAHKE yUeHOM crenenu goktopa (uaocoduu (PhD) no
cennanbHocT 8D04201 — «MexayHapoHoe npasoy

Jliccepraiiis MOCBsILIEHA KpaiiHe aKTyalbHOM H CBOCBPEMEHHOI TeMe, NMEIOLIEH BBICOKYIO
SHAYMMOCTE KakK B r7100abHOM, TaK ¥ B HALMOHAIBHOM KOHTEKCTE. B MCClIeI0BaAHMN BLISIBIISETCS
ITIONCEAd B3AMMOCBA3E MEXlY TPABOM, TEXHOJIOTHAMHU U TOJUTUKOM, SBISIOMIASACS IEHTPAILHBIM
ACTICKTOM  COBPCMCHHBIX  MEKIYHAPOAHBIX OTHOWICHMH M BHYTPEHHErO TrOCYAapCTBEHHOIO
YIIpaBJICHHS.

Jluccepraums  apryMEHTHPOBAHHO — MO3UIMOHUPYET CBOE HCCICAOBAHUE B KOHTEKCTE
OSCHPENUEICHTHOIO  TEXHOJIOTHYECKOTO  TIPOrpecca, OCOOEHHO B YCHOBHAX —CTPEMUTEIBHOIO
DACHPOCTPaHCHHA  MCKYCCTBCHHOTO  MHTEJJIEKTA,  OOJBIIMX — JAHHBIX,  AJTOPUTMHYECKOIO
npoduanposanns u GrOKYeHH TeXHONOruit. B uccienoBaHuu noavYepkuBaeTcsi, YTO yKa3aHHbIe
HHHOBAIMN CTABAT N0 CEPbE3HOC COMHEHUE (P(PEKTUBHOCTL JEHCTBYIOIIMX MPABOBBIX HOPM,
KOTOPBIC OKA3BIBAIOTCA HEJOCTATOYHO (P (MEKTUBHBIME TS 00€CeYeH st 0HKHOM 3aIUThl JTHUHOI
nndopvai B undposoit cpese. Ha oroif ocHoBe aBTop (OpMYJHpYeT OPHIHHAIBHYIO W
COACPAATCIBHYIO KOHUCIIIMIO «PerysisiTopHoi TypOynentHoct» («regulatory turbulence»), nos
KOTOPOH NOHMMACTCA YCKOPCHHOE U ()parMeHTHPOBAHHOE OGHOBIICHHE MPABOBLIX HOPM B OTBET Ha
TexHonoruueckuil  aanamwadr, pasBuBaiomumiics  GpicTpee, YeMm  CrOCOGHBI  aaNTHPOBATLCS
3aKOHOJATEIbHBIE MPOLECCHI.

Jannas  wecTabuabHOCTL  HAnpsMylo  0OYCIIOBJEHA  CYMIECTBYIOLMMU  [JI00AIbHBIMMU
PACXOACICHIAME B NOAXO0/1aX K PEryMpoBaHuIO JTHYHBIX JaHHBIX. B nuccepraunn noguepkupacres
HATMYHE ABHOH (parMeHTally MNPaBOBBIX MOJese, rae BceoObemmomas cuctema OOUIETO
PETIaMenTa no saumte JanHeIx EBporneiickoro coiosa (GDPR), opuenTrpoBannas Ha 3ammty npas
HEAOBCKA, CONOCTABIACTCS © rocy 1apCTBEHHO-OPUEHTUPOBAHHON Mozenbio Kuraiickoit Hapoioi
Pecny0ankn . CeKTOpaIbHBIM MOAXOAOM, mpeobnataomum B Coemuuennbix Iltatax. Takoe
PACXOAICHHE NPHBOAUT K CYLICCTBEHHOW MMPABOBONH HEONPEAEICHHOCTH, OCOOEHHO B KOHTEKCTE
TPAHCTPAHNYHBIX MTOTOKOB JIAHHBIX, U CO3/1ACT CEPLE3HBIE TPYAHOCTH KaK Ui OM3HECA, Tak W JUis
rOCYAapCTBEHHBIX CTPYKTYD.

Jnccepranns  yGenntenbHo 0GOCHOBBIBACT MPAKTHYECKYIO AKTYaNbHOCTh POBEACHHONO
necacnosanus st PecrryOnmkn Kasaxcran. AHamu3 onmupaercst Ha KOHKPETHbIE, PeaibHbIE (dakrsol,
CCBLIQICH HA CTydan yTeUeK JaHHBIX, HMEBLIMX MecTo B Kaszaxcrane B 2024 1 2025 rogax. JlanHble
HHIIICHTDL, BKUIOYas nyGnuynoe oOHapojoBanue 0asbl IAHHBIX ¢ NPUMEPHO 16 MuILIHOHAMMU
SAMKCCH, a TAKKE YTEUKH 13 (PMHAHCOBBIX M 00PA30BATE/IBHBIX OPraHuU3alluii, CIIyikKaT HarJIsHbIM
SMIHPHYCCKUM MOATBCPIKACHUEM KIIIOUEBBIX apryMEHTOB AMCCEPTALMN O HEJOCTATOUHOI 3PelIoCTi
HHCTHTYTOB HH(OPMALMOHHOI Ge30MacHOCTH B CTpaHE.

ABTOP [PSIMO COOTHOCHT BBISIBJICHHbIE TPOOJIEMBI B 001acTH GE30MaCHOCTH ¢ aMOMIIMO3HbIM I
crpareruucckumn nensamu Kasaxcerauna, o6osnauennbivu B Iocnannn [pesuaenrta Kacsiv-YKomapra
lTokacsa B 2025 romy, mpesycMaTpUBAIOLIMME — MaciITaGHOE BHEIAPCHUE  TEXHOJIOI U
HCRYCCTBCHHOTO MHTEJIEKTA U YUPEHKICHUE HOBOINO MUHNUCTEPCTBA MCKYCCTBEHHOIO MHTEIEKTA U
unQpoBOro passutus. MccnenoBanne JeMOHCTPUPYET, YTO YCTEUTHAS PEean3alus HAHOHAIbHbIX
HHAIIATHB B chepe u(poBoil TpaHchopMaLK HANPAMYIO CBsI3aHa ¢ (POPMUPOBAHUEM HIPOUHON 1
HAICIKHOI MPABOBOM CHCTEMBI 3aLIUTHI IAHHBIX.

OaHOlT W3 KIIOYEBBIX CTOPOH  WCCNEAOBAHMS  SBJSETCS OOpalleHHe K [IPUHLMIAM
MCAULYHAPOAHOTO  1yOnmuyHoro mnpasa. ABTop ormeuaer, 4ro Crarbu 00 OTBETCTBEHHOCTH



FOCIIAPCTE 33 MENKYHAPOAHO-NMPOTHBONPABHBIE AESHUS CJIy’KaT OCHOBHBIM METOJOJIOIMYECKUM
CPHCHTHDOM TIDH aHanM3e TPAHCIPAHUYHBIX MHIUACHTOB, CBS3AHHBIX C JAHHBIMU. YKazannas
FUHUCOTYATbHA OCHOBA MO3BOJISET YCTAHOBHTD, B KAKMX CIIyYasix ACHUCTBHUS, IPUBEILINE K YTEUKE
~ BN, TIOICKAT IOPHANYECKOMY BMEHEHHIO HHOCTPAHHOMY FOCYapCTBY, YTO, B CBOIO OYEPE/lb.
JCHST MOKIVHApOAHYIO  OTBETCTBEHHOCTb 33  HapylICHME 00A3aTeNILCTB, B TOM  uucle
apeayomorpennsix Crateeil 17 Mexaynapoasoro nakra o TPKIAAHCKUX U MOJUTHUECKUX MPaBaX.

B mmccepraumm  mpexcrasiena CCpust  apryMEHTOB,  OTJIMYAIOIIMXCS  TILATEIbLHON
O0OCHOBaHHOCTBIO H KOHIENTYAIBHOI ybennrenvuocTrio. PaGora CBUICTCIILCTBYET O I1y0OKOM
HOHIMAHI HCTOPHYCCKHX, TEOPETHYECKUX U MPAKTHYECKUX ACTIEKTOB 3aILHTHI JAHHBIX U BHOCHUT
SCCOMBII BKIAM B PA3BUTHE HAYYHLIX MCC/IEA0BAHUI B AAHHOMN 0GJ1aCTH.

Aucceprauns CBHICTENLCTBYET O riryOOKOM Ba€HHM MPABOBOI MCTOPHEH U JOKTPHHOIA,
JCTAHARTNBAA CBA3E MEIKILY COBPEMEHHBIM MOHMMAHUEM 3allUThl AAHHBIX U TPAMIHOHHbIM ITPABOM
4 HCTPHKOCHOBCHHOCTh YACTHOH JKM3HH. ABTOp onmpaercss Ha (Gynnamenrtanbubie TPy bl
svcpuxanckux opucroB Camioons Yoppena u Jlyuca bpanuca, Bnepsbie chopmynuposasiinx
Apas0 «OBITE OCTABICHHBIM B TI0KOE», a TaKKe Ha paboTbl Anana Ya3cTHHa, NPEIOKHUBIIETO
SETHEHOC ONPEacacHNE NPHBATHOCTH KaK KOHTPOJIS HHAMBY/IA HAJl uHpopmanmeii o cede. CooTHOCH
FH HMCTODHHSCKHE  OCHOBAHMSL € COBPEMEHHBIM  [PHHLUIOM «UH(pOPMALIMOHHOTO
cavoonpeacacnnay  (informational  self-determination) s CBPOICICKOM mpaBe, JuccepTaiiis
popuupYeT Npounyio KOHLCNTYAJIbHYIO OCHOBY Julst CBOCH aprymenTannu. CpaBHUTEIbHbBIN aHaH3
“pasosex cuctem Esponeiickoro coro3a, Kutas u Coenunennbix 1TaToB BBIMONHEH Ha BBICOKOM
HavV4HOM YPOBHE.

() LICCTBCHEBIM H aPIyMEHTHPOBAHHBIM TOJOKEHHEM SIBJISETCS YTBEPIKACHHE aBTOPA O TOM,
I POAHM THHHBIX JaHHBIX HE JIOJDKEH PacipOCTPaHATLCS Ha HHPOPMALIMIO O IOPHHYUECKHX JIHLAX.
B auccepraumu 0GOCHOBAHHO OTMEYaeTCs, yTo urpopmauns 06 opranmsarsx, HarpuMmep, ux
PCIHCTPAUMOHHLIC 1 (DHHAHCOBbBIC JaHHbIC, HE OTHOCHTCS K KJIACCUYECKOMY [MOHSITHIO JIMUHBIX
AGHHBIX, NPCIHATHAYCHHOMY JUTS 3QLIMTHI YACTHOM SKU3HM (DH3HYECKUX JIALL, Merononornyeckn
UIPABTIAHHBIME M (PAKTHYCCKH 3HAYUMBIMU  SABJISIIOTCS  BBIBOJIbI aBToOpa O TOM, 4YTO 3aluTa
ROPHOPATHBHEIX AaHHBIX JI0JDKHA 00€CTIeUnBATLCS APy rUMH NPABOBLIMH MHCTPYMEHTAMMU, TAKUMU
FAK PCATIMEL KOMMEPHYECKOI, GaHKOBCKOM 1 HAJIOrOBOM TaifHbL. Takoii OAXOM MO3BOJISIET YCTPAHUTh
PECHIPOCTDAHCHHYIO  KOHUCNTYAIBHYIO MyTaHHILY M OOECIEYHBACT HCIHONb30BAHME aZIEKBATHbBIX
{PEBOBRIX HMECTPYMCHTOB B OTHOLICHMHM OTJCIBHBIX KaTeropuii uH(OpMALIMK, YTO MOBBILAET
Oy 10 3hHeKTHBHOCTE M MPO3PavHOCTS [MPaBOBOIO PEryJIMPOBAHMSL.

Anccepranns  BBI3BIBAET UCKIIIOUMTENBHO MOJIOKUTEIIBHYIO  OLUEHKY. ITO TWATEILHO
“IPYRTYPHPOBAHHOC M KOHLENTYAIbHO CMEJIOE HCCIIENOBAHNE, OTpaXkarollee TOHKOE MOHUMAaHKe
NpeaMeTHO# 00nacTw.

MeTononornyeckoe mocTpoeHue AUCCEPTAlMK NPEACTABNIACT CO00M OAHY M3 BAKHEMIINX ce
OCOOCHHOCTEH. ABTOP MOAYEPKHBAET HCHOJB30BAHUE «KOMIUICKCHOTO  MEKAMCLUTITHHAPHOTO
A0aX01@».  OOBCAMHAIOUIETO YETHIPE PAIMYHBIX METOA: CUCTEMHOr0, (DYHKUMOHAILHOIO,
SRCHOJIOTHYECKOTO M COLMAIBHO-IICUXO0JIOMYECKOro. Takoii BbIOOP mpejcTaBisgercss 0co6eHHO
HHPHBIAHHBIM B KOHTEKCTE CTOJIb CII0KHON 06macTu, kak undposoe 1paso.

Jluccepranus otinyaeTcs BoICOKUM YPOBHEM HCIOJIHEHHUS, OZIHAKO OTJEIbHBIC [IPEATIONKCHUS]
CNOCOOHBI YCHJIUTB €€ CTPOroCTh W TIPAKTHYCCKYIO 3HAYMMOCTh. KiloueBbiM npemnoxenuem 1o
COBCPUICHCTBOBAHHUIO sBJIAETCS pazpaboTka Gosee Pa3BEPHYTOr0 M JACTATU3UPOBAHHOIO [1J1aHa
PEATHBALNN TaHHBIX  peKOMEHAauumii. Hampumep, Bmecto o6iero NPU3BIBA K TapMOHM3ALUH
AROHOZATEARCTBA B AMCCepTalMM  ObUIO OBl YMECTHO NPEUIOKUTL  KOHKPETHYIO MOJIEIb
HESABHCHMOrO OpraHa no 3alMTe JAHHBIX € ONMMCAHMEM €ro 3aKOHOIATEIbHO 3aKPENICHHBIX
AOTAHOMOYHMI, B3aUMOICHCTBUS ¢ ICHCTBY IOUMMHE FOCYIapCTBEHHBLIMU CTPYKTYPAMHU M MEXAHU3MOB
uHancuposanus. LlenecooOpasno ObUIO Gbl AONOIHUTE paboty Oosiee AeTaNbHBLIM aHAIH3OM
PABOBBIX  BRI3OBOB, BO3HHMKAIOIMX [PHU PEaln3allii  KIIOUEBBIX KoHuenuuii. Kpome Toro,
CPABHUTCIBHBIA aHAM3 MOXKET ObITh yriryOlieH 3a cuer U3YUCHHS MEXAHU3MOB «MSTKOTO IPaBay
(501t law), nononHsommx hopManbHble [IpaBOBBIC CTPYKTYpbl. Hanpumep, BkitoueHne anainsza

BMAHIA MCIKAYHAPOJIHBIX Oopranu3anuii, Takux kak ODCP u Beemupnbiii sxonomnueckuii Gopym,
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2 IPOLCCCHl YNIPABICHUS JAaHHBIMH MOTJIO Ok HPHAATEL MCCIICIOBAHUIO IOTIOTHUTENBHYIO [Ty G Hy.
VEasannme 10N0NHe NS He [pEANOIaraioT BKIIIOYCHUS HOBBIX I1aB, I0CTATOYHO Oyaer 0603HaunTh
OCECIOMICHHOCTE aBTOPA 110 IaHHBIM ACTIEKTAM B HECKOILKHX naparpadax.

KasoueBbie koHuenIMN AHCCEPTALINH, TAKNE KK «PEryJISTOPHAS TYPOYICHTHOCTbY (regulatory
trbulence) u  «umMdposbie crepy (digital traces), ormuuaiores HOBU3HOH U SICHOCTBIO
SopwyampoBok. CoHCKaTenb cremeny PhD ycnemno HCHOJIL3YET MYJIBTU-METO0J0IHYECK U
USROS 198 aHanN3a CI0KHOM TeMbI, 060CHOBBIBAs HCCIEIOBAHME B yOCAUTENEHOM HAMOHAILHOM
SosTeRCTe. OHHANBHAZ BEPCHS JIUCCEPTAllMM CTAHeT UCHHBIM HAy4HBIM BKJIQJOM H IOC/YKHT
SR HECTPYMEHTOM U (DOPMUPOBAHHUS MOTHTHKH,

3axouenne

~lOKTOpCKas AMCCepTAlysl BHIMOJHEHA B COOTBETCTBMM C BBICOKMMH aKaAeMHUCCKUMU
- SHLSSDTEME M B TIOJHOI Mepe oTBeYaeT TpeGOBAHMAM TS TPHCYKACHUSA YUCHOM CTENEHN 10KTOpa
$anocodun (PhD). Hucceprauus Mapnena Bucanmesa na TeMy  «MesK 1y HapOIHO-IPABOBbIE
SCUSETEL SaumMTel JTMYHOH MH(OpPMALMM B raoGantbHOM HALMOHAJILHOM  MH(OPMALIHOHHOM
FPUCTREECTES) COOTBETCTBYET BCEM KPHTEPHSM HCCIEIOBAHMUS ypoBHs PhD u pexomennyercs
myGarssoii 3ammTe. ABTOD B I10/HOI MCPE 3aCiy)KMBACT NPUCYKICHUS YUEHON CTENeHN Jlokropa
$unocodum (PhD).
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